2018 B8 R E N A ENAFARILIE

NG R ZE, BTEA, K
K PR
(_bigzim k)

i S=INPIE

k5, BASEKFEITEN R EIZ, IDEA HEMSLEIA A . 1992 4,
M 448 “On the Design and Security of Block Ciphers” 45 7T
IDEA #f%53: (International Data Encryption Algorithm). #i4>, XA
“H BRgE I LT DA O RS M mE bR, 2 20 4, FETAEAE
T, R AR SEPR B R G (S AR D) , o LB () 25351
BRI EE T B R U AT ARG . 22N T AR IR ARAT (58 F 1R 45 FH R 8 e o
EEIRE TR, S0 T 1S0 ARtk 13888 An[ Ml Phil, 11770 %544 A 18033
BRI gmiE. TR T 7 H R H RS 1 TH %2 47 (Har tung
orreVerlag, 1992) XA -FHAD T 40 FAHREE. CEWAL. AHrAsudt 7
JUAS AR AL AT LU F 3D R G W07 A SR SR BT AN
It BRI .

WEMHE:
EHAAE R Z KRR, FHEMETEORIRR, A X



2018 BHE R E N A ENAFARILIE

Practical Computation Outsourcing: The State of the Art
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In this talk, | will give an overview of the field of practical computation
outsourcing, which received much attention in recent years due to the rises of cloud
computing and mobile computing. Various solutions are discussed and summarized
according to a set of metrics that are meaningful in real world practices. The talk will

also discuss the future directions.
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A dedicated pseudorandom function (PRF) called AES-PRF was proposed by
Mennink and Neves at FSE 2018 (ToSC 2017, Issue 3). AES-PRF is obtained from AES by
feed-forwarding the output of the 5th round to the output state. This talk will presents

extensive security analysis of AES-PRF and its variants.
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Key Consensus from Lattice (KCL)
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InstantCryptoGram: Secure Image Retrieval Service
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Image retrieval is crucial for social media sites such as Instagram to identify similar images
and make recommendations for users who share similar interests. To get rid of the storage
burden and computation for image retrieval, outsourcing to a remote cloud is now a trend.
Yet, privacy concerns mandate the use of encryption before outsourcing the images. We need
a secure way for retrieving images from a not-fully-trusted server.

In this talk, we introduce InstantCryptoGram, a secure image retrieval service. We first
design a new data structure called sub-simhash, which fits for the inverted index used by many
searchable symmetric encryption schemes. It leads to our modular solution that supports
efficient similarity queries and updates over encrypted images. Our experiments on Amazon
AWS EC2 over representative datasets show that our scheme is efficient and accurate in finding

similar images while preserving privacy.
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Achieve Efficient and Verifiable Conjunctive and Fuzzy Queries
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Due to the high demands of searchability over encrypted data, searchable encryption (SE)
has recently received considerable attention and been widely suggested in encrypted cloud
storage. Typically, the cloud server is assumed to be honest-but-curious in most SE-based
cloud storage systemes, i.e., the cloud server should follow the protocol to return valid and
complete search results to users. However, this trust assumption is not always true due to
some unanticipated situations, such as misconfigurations and malfunctions. Therefore, the
function of verifiability of search results becomes crucial for the success of SE-based cloud
storage systems. For this reason, many verifiable SE schemes have been proposed; however,
they either fail to support query operators “OR”, “AND”, “*” and “?” simultaneously, or require
many time-consuming operations. Aiming at addressing this problem, in this paper, we
propose a new verifiable SE scheme for encrypted cloud storage. The proposed scheme is
characterized by integrating various techniques, i.e., bitmap index, radix tree, format
preserving encryption, keyed-hash message authentication code and symmetric key
encryption, for achieving efficient and verifiable conjunctive and fuzzy queries over encrypted
data in cloud. Detailed security analysis shows that our proposed scheme holds the
confidentiality of data and verifiability of search results at the same time. In addition, extensive
experiments are conducted, and the results demonstrate our proposed scheme is efficient and

suitable for users to retrieve their data from the cloud to their mobile devices.
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Data Protection Mechanism in Cloud Computing
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With the rapid development of cloud computing, we have carried out many researches
on data protection mechanism in cloud computing. In order to strengthen the control of cloud
storage data, we propose an efficient public auditing protocol with global and sampling
blockless verification as well as batch auditing. Note that, the novel dynamic structure consists
of a doubly linked info table and a location array. In order to protect the data security, we
propose a trusted third party aided searchable and verifiable data protection scheme utilizing
cloud computing technology, where a user differentiated system model and a cube data
storage structure are presented. In order to address the security and privacy issues in the
vehicle-to-grid, we propose a robust key agreement protocol that can achieve mutual
authentication without exposing the real identities of users. In addition, in order to improve
the machine-to-machine technology to a higher level of security, we extend the idea of (t, n)
secret sharing for information transmission in M2M (machine-to-machine) with high security
and efficiency. Specifically, a secret is divided into 2k shares and then transmitted through 2k

node-disjoint paths constructed by Latin square.
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Collision Resistant Hashing from Learning Parity with Noise
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Regular Lossy Functions and Their Applications
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Patches and related information about software vulnerabilities are often made available
to the public, aiming to facilitate timely fixes. Unfortunately, the slow paces of system updates
(30 days on average) often present to the attackers enough time to recover hidden bugs for
attacking the unpatched systems. Making things worse is the potential to automatically
generate exploits on input-validation flaws through reverse-engineering patches.

We seek to generate proof-of-concept (PoC) exploits for the vulnerability types never
automatically attacked. Unlike an input validation flaw that is often patched by adding missing
sanitization checks, fixing other vulnerability types is more complicated, usually involving
replacement of the whole chunk of code. Without understanding of the code changed,
automatic exploit becomes less likely. To address this challenge, we present SemFuzz, a novel
technique leveraging vulnerability related text (e.g., CVE reports and Linux git logs) to guide
automatic generation of PoC exploits. Such an end-to-end approach is made possible by
natural-language processing (NLP) based information extraction and a semantics-based

fuzzing process guided by such information.
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FourQ-based Cryptography for High-performance and Low-power
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RERHE:

This work deals with the energy-efficient, high-speed and high-security
implementation of elliptic curve scalar multiplication, elliptic curve Diffie-Hellman
(ECDH) key exchange and elliptic curve digital signatures on embedded devices using

FourQ and incorporating strong countermeasures to thwart a wide variety of side-
21
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channel attacks.

First, we set new speed records for constant-time curve-based scalar
multiplication, DH key exchange and digital signatures at the 128-bit security level with
implementations targeting 8, 16 and 32-bit microcontrollers. For example, our
software computes a static ECDH shared secret in 6.9 million cycles (or 0.86 seconds
@8MHz) on a low-power 8-bit AVR microcontroller which, compared to the fastest
Curve25519 and genus-2 Kummer implementations on the same platform, offers 2x
and 1.4x speedups, respectively. Similarly, it computes the same operation in 496
thousand cycles on a 32-bit ARM Cortex-M4 microcontroller, achieving a factor-2.9
speedup when compared to the fastest Curve25519 implementation targeting the
same platform. A similar speed performance is observed in the case of digital
signatures.

Second, we engineer a set of side-channel countermeasures taking advantage of
FourQ's rich arithmetic and propose a secure implementation that offers protection
against a wide range of sophisticated side-channel attacks, including differential power
analysis (DPA). Despite the use of strong countermeasures, the experimental results
show that our FourQ software is still efficient enough to outperform implementations
of Curve25519 that only protect against timing attacks. Finally, we perform a
differential power analysis evaluation of our software running on an ARM Cortex-M4,
and report that no leakage was detected with up to 10 million traces.

These results demonstrate the potential of deploying FourQ on low-power

applications such as protocols for the Internet of Things.
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MEME:

The revelations of Edward Snowden in 2013 demonstrated that cryptography in
practice may be surreptitiously weakened by inserting backdoors into cryptosystems.
Moreover, these backdoors are usually undetectable for even cryptographic experts
due to the extreme complexity of modern cryptographic implementations. Inspired by
this issue, a new research direction known as Post-Snowden cryptography has arisen
in recent years with the aim of safeguarding the user privacy in face of subversion
attacks against cryptosystems in the real world. This talk will first give an overview of
formalized subversion attacks against several fundamental cryptographic primitives,
and follow with our recent progress on strong subversion attack against digitals
signatures. Various Countermeasures to defending subversion attacks will also be

discussed.
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